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Abstract

This meno contains tables of comonly occurring header fields in
headi ngs of e-mail nessages. The docunent conpiles information from
ot her RFCs such as RFC 2822, RFC 1036, RFC 1123, RFC 2156, RFC 1496,
RFC 1766, RFC 2183, RFC 1864, RFC 2421 and RFC 2045. A few conmonly
occurring header fields which are not defined in RFCs are al so

i ncluded. For each header field, the neno gives a short description
and a reference to the RFC in which the header field is defined.

The | atest, revised version of this document can be found at URL
http://ww. dsv. su. se/jpalne/ietf/mil-headers/. The version at that
URL may be nore recent than the version published as an RFC.
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Anot her |ist of headers can be found at URL

http://ww.cs.tut.fi/~jkorpel a/ headers. ht n

Changes since previous draft:

Sept ember 2002

Corrected misspelling of "Abouse" should be "Abuse" and "Register-
Mai | - Repl y- Request ed- By" shoul d be "Regi st ered- Mil - Repl y- Request ed-
By". Added sone RFC references. Added sonme nore warni ngs concerning

" Precedence".
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1. Introduction

Many different Internet standards and RFCs define header fields which
may occur on Internet Mail Messages and Usenet News Articles. The
intention of this docunent is to list all such header fields in one
docunent as an aid to people devel opi ng nessage systens or interested
in Internet Ml standards.

The docunment contains all header fields which the author has found in
the following Internet standards: RFC 2822 [2], RFC 1036 [3], RFC 1123
[5], RFC 2156 [7], RFC 1496 [8], RFC 2045 [11], RFC 1766 [12], RFC
2183 [14], RFC 1864[17] and RFC 2421[20]. Note in particul ar that
headi ng attributes defined in PEM (RFC 1421-1424) and MOSS ( RFC 1848
[16]) are not included. PEM and MOSS header fields only appear inside
the body of a nessage, and thus are not header fields in the RFC 2822
sense. Mail attributes in envelopes, i.e. attributes controlling the
message transport mechani sm between nail and news servers, are not

i ncluded. This neans that attributes from SMIP [1], UUCP [18] and NNTP
[15] are mainly not covered either. Headings used only in HITP [19]
are not included yet, but may be included in future version of this
meno. Some additional header fields which often can be found in e-nui
headi ngs but are not part of any Internet standard are al so included.

The aut hor does not promi se that this docunent contains a conplete
list of all heading fields which are specified in any standard or used
by any muailer.

For each header field, the docunent gives a short description and a
reference to the Internet standard or RFC, in which they are defined.

The header field nanes given here are spelled the same way as when
they are actually used. This is usually American but sonetinmes English
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spelling. One header field in particular
"Organi sati on/ Organi zati on", occurs in e-mail header fields sonetines
with the English and other tines with the American spelling.

The following words are used in this nenmo with the nmeani ng specified
bel ow.

headi ng Formatted text at the top of a nessage, ended by a
bl ank i ne

header field One field in the heading, beginning with a field
nane, colon, and followed by the field value(s). The
words "heading field" and "header" are also sonetines
used wi th this neaning.

It is my intention to continue updating this docunent after its
publication as an RFC. The | atest version, which may be nore up-to-
date (but also less fully checked out) will be kept available for
downl oadi ng from URL

http://ww. dsv. su. se/jpal ne/ietf/nmail-headers/

Pl ease e-mail me (Jacob Pal me <jpal mre@lsv. su.se>) if you have noted
header fields which should be included in this neno but are not.

2. Use of gatewaying header fields

RFC 2156 defines a nunber of new header fields in Internet mail, which
are defined to map header fields which X 400 has but which were
previously not standardized in Internet mail. The fact that a header
field occurs in RFC 2156 indicates that it is reconmended for use in
gat ewayi ng nessages between X 400 and Internet nail, but does not nean
that the header field is reconmended for nessages wholly wi thin
Internet mail. Some of these header fields may eventually see

wi despread i npl enentation and use in Internet mail, but at the tine of

this witing (2002) they are not w dely inplenented or used.

Header fields defined only in RFC 1036 for use in Usenet News

someti nes appear in mail nessages, either because the nessages have
been gatewayed from Usenet News to e-mail, or because the nessages
were witten in conbined clients supporting both e-mail and Usenet
News in the sanme client. These header fields are not standardized for
use in Internet e-mail and should be handled with caution by e-nmail
agents.

3. Tabl e of header fields
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*x** 3.1 Phrases used in the tables

"not for genera
usage"

Used to nark header fields which are defined in
RFC 2156 for use in nessages fromor to I|nternet
mai | / X. 400 gat eways. These header fields have
not been standardi zed for general usage in the
exchange of nessages between Internet mail -based
systens.

"not standardi zed for
use in e-mail"

Used to nmark header fields defined only in RFC
1036 for use in Usenet News. These header fields
have no standard neani ng when appearing in e-

mai |, some of them may even be used in different
ways by different software. When appearing in e-
mai |, they should be handled with caution. Note

that RFC 1036, al though generally used as a de-
facto standard for Usenet News, is not an
official | ETF standard or even on the | ETF

st andards track.

"non- st andar d"

This header field is not specified in any of

ref erenced RFCs which define Internet protocols,
including Internet Standards, draft standards or
proposed standards. The header field appears
here because it often appears in e-mail or
Usenet News. Usage of these header fields is not
in general reconmended. Some header field
proposed in ongoi ng | ETF standards devel opnent
wor k, but not yet accepted, are also marked in
this way.

"di scour aged"

Thi s header field, which is non-standard, is
known to create problens and should not be
generated. Handling of such header fields in
incom ng mail should be done with great caution

"controversial"

The meani ng and usage of this header field is
controversial, i.e. different inplenentors have
chosen to inplenment the header field in

di fferent ways. Because of this, such header
fields should be handl ed with caution and
under st andi ng of the different possible

i nterpretations.
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"experinmental "

This header field is used for newy defined
header fields, which are to be tried out before
entering the | ETF standards track. These should
only be used if both communicating parties agree
on using them In practice, sone experinental
prot ocol s becone de-facto-standards before they
are made into | ETF standards.

*x*% 3.2 Trace information

Trace of distribution |ists passed.| DL-Expansion- RFC 2156, not for
Hi story: general usage.

Li st of MIAs passed. Pat h: RFC 1036: 2.1.6,
only in Usenet
News, not in e-
mai | .

Trace of MIAs which a nessage has Recei ved: RFC 2822: RFC 1123:

passed. 5.2.8.

Used to convey the information fron] Return-Path: RFC 821

the MAIL FROM envel ope attribute in RFC 1123: 5.2.13

final delivery, when the nessage

| eaves the SMIP environnent in

which "MAIL FROM' is used

The netnews host, to which this NNTP- Post i ng- Non- st andar d,

article was originally posted. Host : conmon i n net news

Useful for finding the sender of

spams. Since this header is added

by the news server, it is alittle

more difficult to forge than ot her

header fi el ds.

***%* 3.3 Format and control information

Speci al Usenet News commands and a | Al so-Control: son- of - RFC1036

normal article at the sane tine. [21], non-standard,

only in Usenet
News, not in e-nmmil
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Controls whether this nessage nmay
be forwarded to alternate

reci pients such as a postmaster if
delivery is not possible to the

i ntended recipient. Default:

Al | oned.

Al t ernat e-
Reci pi ent:

RFC 2156, not for
gener al usage.

Whet her a M ME body part is to be
shown inline or is an attachnent;
can al so indicate a suggested
filenane for use when saving an
attachnent to a file.

Cont ent -
Di sposition

RFC 2183,
experi nent al

Can have the val ues "voi ce- Message- Non- st andard

message", "fax-nessage", "pager- Cont ext :

message”, "mul timedi a- nessage”

"t ext-nessage", "none"

Only in Usenet News, contains Control: RFC 1036: 2.1.6

commands to be performed by News only in Usenet

agents. News, not in e-
mai | .

Whet her recipients are to be told Di scl ose- RFC 2156, not for

the nanes of other recipients of Reci pi ent s: general usage.

the sane nmessage. This is prinarily

an X. 400 facility. In X 400, this

is an envelope attribute and refers

to disclosure of the envel ope

recipient list. Disclosure of other

recipients is in Internet mail done

via the To:, cc: and bcc: header

fields.

An indicator that this nmessage is M ME- Ver si on: RFC 2045: 4.

formatted according to the M Me

standard, and an indication of

whi ch version of MME is utilized.

Whi ch body part types occur in this| Oiginal- RFC 2156, not for

nmessage. Encoded- general usage.

I nf or mati on-
Types:

***x 3.4 Sender and recipient indication
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Inserted by Sendmail when there is
no "To:" recipient in the origina
message, listing recipients derived
fromthe envel ope into the nessage
headi ng. This behavior is not quite
proper, MIAs should not nodify
headi ngs (except inserting Received
lines), and it can in sonme cases
cause Bcc recipients to be wongly
di vul ged to non-Bcc recipients.

Apparent| y- To:

Non- st andar d,
di scour aged,
nmentioned in
RFC 1211.

Nanme of the noderator of the Appr oved: RFC 1036: 2.2.11
newsgroup to which this article is not standardi zed
sent; necessary on an article sent for use in e-mil
to a noderated newsgroup to all ow
its distribution to the newsgroup
nmenbers. Al so used on certain
control nessages, which are only
performed if they are marked as
Appr oved.
Nane of the noderator of a mailing Appr oved- By: Non- st andard, used
list, and who has approved this by sone mailing
message for distribution to the list expansion
menbers of the list. syst ens.
Reci pi ents not to be disclosed to bcc: RFC 2822:
other recipients. (bcc = Blind RFC 1123: 5.2.15-
Car bon Copy) . 16, 5.3.7,
RFC 2156, RFC 2532,
RFC 3297.
Secondary, infornmational cc: RFC 2822:
recipients. (cc = Carbon Copy) RFC 1123. 5.2.15-
16, 5.3.7.

Geogr aphi cal or organi zati ona
limtation on where this article
can be distributed. Value can be a
conmpete or inconplete donmai n nanes,
al so various special values are
accepted |like "world", "usenet",
"USA", etc.

Di stribution:

RFC 1036: 2.2.7,
not standardi zed
for use in e-mil.

Fax nunmber of the originator.

Fax:, Tel ef ax:

Non- st andar d.
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Primary recipients, who are
requested to approve the
information in this nessage or its
attachnents.

For - Appr oval :

Non- st andar d

Primary recipients, who are
requested to conment on the
information in this nessage or its
attachnents.

For - Coment :

Non- st andar d

Primary recipients, who are
requested to handle the infornmation
in this nmessage or its attachnents.

For - Handl i ng:

Non- st andar d

(2) Used in Usenet News nmai
transport, to indicate the path

t hrough which an article has gone
when transferred to a new host.

Sonmetimes called "From" header
field.

From

or

>From

(not foll owed
by a col on)

RFC 976: 2.4 for
use in Usenet News

(1) This header field should never
appear in e-mail being sent, and
shoul d thus not appear in this
menmo. It is however included, since
peopl e often ask about it.

This header field is used in the
so-cal l ed Uni x mail box format, also
known as Berkely mail box format or
the MBOX format. This is a format
for storing a set of nessages in a
file. Aline beginning with "From™"
is used to separate successive
messages in such files.

This header field will thus appear
when you use a text editor to | ook
at a file in the Unix mail box
format. Some mailers also use this
format when printing nessages on
paper.

The information in this header
field should NOT be used to find an
address to which replies to a
nmessage are to be sent.

From ( not
foll owed by a
col on)

not standardi zed
for use in e-mail
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Aut hors or persons taking From RFC 2822:
responsibility for the nessage. RFC 1123: 5.2.15-
16, 5.3.7,

Note difference fromthe "From" RFC 1036 2.1.1
header field (not followed by ":")
bel ow.
I nformation about the client Mai | - Syst em Non- st andar d.
software of the originator. Ver si on:

Mai | er:

Ori gi nati ng-

Cient:, X

Mai l er, X-

Newsr eader, X-

M meOLE:

User - Agent :

In Usenet News: group(s) to which
this article was posted.

Sone systens provide this header
field also in e-mail although it is
not standardi zed there.

Unfortunately, the header field can
appear in e-mail with three
different and contradictory

meani ngs:

(a) Indicating the newsgroup
recipient of an articl e/ message
sent to both e-mail and Usenet News
recipients.

(b) I'n a nessage adressed to sone
mai | to news gateways, indicates
t he newsgroup(s) that the nessage
is to be posted to.

(c) In a personally addressed reply
to an article in a news-group

i ndi cating the newsgroup in which
this discussion originated.

See al so: "Posted-To:".

Newsgr oups:

RFC 1036: 2.1. 3,
not standardi zed
and controversi al
for use in e-mail
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Sonetimes used in Usenet News in Originator: Non-standard in

simlar ways to "Sender:" Usenet News,
Experimental in RFC

Al'so used in printing protocols. 1528.

Contai ns information about the Ori gi nat or - Non- st andard [ 25]

aut hentication of the originator in|[ Info:

a format which is not easily used

to send email to, to avoid the

problens with "Sender" and "X-

Sender".

Phone nunber of the originator. Phone: Non- st andar d.

The person or agent submitting the Sender : RFC 822: 4.4.2, RFC

message to the network, if other 2822 3.6. 2,

than shown by the From header RFC 1123: 5.2.15-

field. Should be authenticated, 16, 5.3.7, RFC

according to RFC 822, but what 1036.

ki nd of authentication is not

clear. Sone inpl enentations expect

that the e-mail address used in

this field can be used to reach the

sender, others do not. See also "X-

Sender".

Primary recipients. To: RFC 2822:
RFC 1123: 5.2.15-
16, 5.3.7.

If the sender in the envel ope (SMIP
"RCTP TO') is not the sane as the
senders in the "From' or "Sender"
RFC 2822 header fields, some mil
servers add this to the RFC 2822
header fields as an aid to clients
whi ch woul d ot herwi se not be able
to display this information.

X- Envel ope-
From

Non- st andar d.

If the recipient in the envel ope
(SMIP "MAIL FROM') is not included
inthe CClist, sone mail servers
add this to the RFC 2822 header
field as an aid to clients which
woul d ot herwi se not be able to

di spl ay the envel ope recipients.

X- Envel ope-
To:,

Envel ope- To:

Non- st andar d.
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48x48 bitmap with picture of the
sender of this message.

X- Face:

Non- St andar d

Indication in the mail header of
reci pi ent on the SMIP envel ope.

X- RCPT-TO

Non- st andar d

Sone mail software expect "Sender:"
to be an e-nail address which you
can send mail to. However, sone
mai| software has as the best

aut henti cated sender a POP or | MAP
account, which you m ght not be
able to send to. Because of this,
some nail software put the POP or

| MAP account into an X-sender
header field instead of a Sender
header field, to indicate that you
may not be able to send e-nail to
this address. See also "X-X-
Sender".

Anot her use of" X-Sender:" is that
sone e-mail software, which wants
to insert a "Sender:" header, wll
first change an existing "Sender:"
header to "X-Sender". This use is
actually often the sanme as that
described in the previous

par agr aph, since the new "Sender:'
is added because it is better

aut henticated than the old val ue.

X- Sender :

Non- st andar d

Even though sonme systens put the
POP or | MAP account nanme into the
"X-Sender:" instead of the Sender
header field, sonme mail software
tries to send to the "X-Sender:"
too. To stop this, sone systens
have begun to use "X-X-Sender:" to
indi cate an authentication of the
sender which m ght not be useable
to send e-mail to. See al so
"Originator-Info:"

X- X- Sender :

Non- st andar d
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When a nmessage is sent both to
netnews and e-mail, this header is
used in the e-mail version of the
nmessage to indicate which newsgroup
it was sent to. This header thus
contains the same information as
the "Newsgroups:" header in the

net news version of the nessage.

Post ed- To:

Non- st andar d

E-mai | address of adm nistrator of X- Admi n: Non- st andar d
a server, through which this
nmessage was subnitted
**** 3 5 Response contro
I ndi cat es whet her the content of a Cont ent - RFC 2156, not for
message is to be returned with non-| Return: general usage.
delivery notifications.
For future options on disposition Di sposi tion- RFC 2298
notifications. Noti fi cati on-

Opt i ons:
I ndicate that the sender wants a Di sposition- RFC 2298

di spoisition notification when this
message i s received (read,
processed, etc.) by its receipents.

Noti fication-
To:

Address to which notifications are
to be sent and a request to get
delivery notifications. Internet
st andards recommend, however, the
use of MAIL FROM and Return-Path
not Errors-To, for where delivery
notifications are to be sent.

Errors-To:
Ret ur n-
Recei pt - To:
Read- Recei pt -
To:, X-
Confirm
readi ng-to:,
Ret ur n-
Recei pt -
Request ed,
Regi st er ed-
Mai | - Repl y-
Request ed- By:

Non- st andar d,

di scouraged, sone
of them wi dely
used.
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Used in Usenet News to indicate
that future discussions (=follow
up) on an article should go to a
different set of newsgroups than
the replied-to article. The nost
comon usage is when an article is
posted to several newsgroups, and
further discussions is to take
place in only one of them

In e-mail, this header field may
occur in a nessage which is sent to
both e-nail and Usenet News, to
show where foll owup in Usenet news
is wanted. The header field does
not say anythi ng about where
followup in e-mail is to be sent.

The val ue of this header field
shoul d be one or nore newsgroup
names.

The special value "poster" as in
"Fol | owup-To: poster" neans that
replies are to be sent as e-mail to
the aut hor only.

Fol | owup- To:

RFC 1036: 2.2.3,
not standardi zed
for use in e-mil

Whet her a delivery report is wanted| Generate- RFC 2156, not for
at successful delivery. Default is Del i very- general usage.
not to generate such a report. Report :

Oiginal Recipient information for Oiginal - RFC 2298
inclusion in disposition Reci pi ent

notifications.

Whet her non-delivery report is Prevent - RFC 2156, not for
wanted at delivery error. Default NonDel i very- general usage

is to want such a report. Report:
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This header field is nmeant to

i ndi cate where the sender wants
replies to go. Unfortunately, this
i s anbi guous, since there are
different kinds of replies, which
the sender nmay wish to go to
different addresses. In particular,
there are personal replies intended
for only one person, and group
replies, intended for the whole
group of people who read the
replied-to nmessage (often a nailing
list, anewsgroup name cannot appear
here because of different syntax,
see "Fol | omup-To" bel ow.).

Sone mail systens use this header
field to indicate a better form of
the e-nmail address of the sender.
Sone mailing |ist expanders puts
the name of the list in this header
field. These practices are
controversial. The personal opinion
of the author of this RFC is that
this header field should be avoi ded
except in special cases, but this
is a personal opinion not shared by
all specialists in the area

Repl y- To:

RFC 2822:,
RFC 1036: 2.2.1
controversi al

Adress to which those replies to
this message shoul d be sent, which
are intended for all who read the
replied-to nmessage, not only for
its author.

Mai | - Fol | owup-
To:

Non- st andard, see
http://cr.yp.to/pro
to/ repl yto. ht n

Simlar to "Reply-To:" but nore
unanbi guosly specifies that this is
the address for rpelies to the

aut hor only, not to any other
recipients of the replied-to
nmessage.

Mai | - Repl y- To:

Non- st andard, see
http://cr.yp.to/pro
to/ repl yto. htni

I ndi cates where to send conpl ai ns
if you get a nmessage which you
think is against the aws or rules.

Abuse- Reports-
To:, X-
Conpl ai nt s-
To:, X-Report-
Abuse- To:

non- st andar d
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Used in netnews articles to
indicate that followp (=replies)
shoul d be sent to the indicated e-
mai | address.

Mai | - Copi es-
To:

non- st andard, but
commonl y support ed
by newsreaders

Possi bl e future change of nane for
"Content-Return:"

X400- Cont ent -
Ret ur n:

non- st andard

**** 3.6 Message identification and referra

header fields

Ref erence to specially inportant
articles for a particular Usenet
Newsgr oup.

Articl e- Nanes:

son- of - RFC1036
[21], non-standard

Only in Usenet News, sinilar to
"Supersedes: " but does not cause
the referenced article to be
physi cal |y del et ed.

Article-
Updat es:

son- of - RFC1036
[21], non-standard

Used in addition to Content-
Location if this content part can
be retrieved through nore than one
URI. Only one of themis allowed in
the Content-Location, the other can
be specified in Content-Alias.

Content-Ali as:

Wrk in progress

Base to be used for resolving Cont ent - Base: RFC 2110
relative URIs within this content

part.

Uni que | D of one body part of the Content-1D: RFC 2045: 7.
content of a nessage.

URI with which the content of this Cont ent - RFC 2110
content part mght be retrievable. Locati on

Used by sone automatic services
(mainly MLMs and aut or esponders)
for the purpose of |oop detection
The service adds the Delivered-To
header to outgoing nmessages, wth
its e-mail address as a val ue, and
di scards inconmi ng nessages which
al ready have it

Del i ver ed- To:
or
X- Loop:

non- st andar d
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Ref erence to nessage which this
message is a reply to.

Note: It is better to use

Ref erences instead of |n-Reply-To,
because many mmil ers produce a

mul titude of difficult to interpret
content of the In-Reply-To header

I n- Repl y- To:

RFC 2822

Uni que I D of this nessage.

Message- | D:

RFC 2822,
RFC 1036: 2.1.5.

Ref erence to previous nmessage being
corrected and repl aced. Conpare to
"Supersedes: " below. This field may
in the future be replaced with

" Super sedes: ".

bsol et es:

RFC 2156, not for
general usage.

The "References:" field wll
contain the contents of the
parent's "References:" field (if
any) followed by the contents of
the parent's "Message-1D: " field

(if any).

Note: In RFC 822, this header

i ndi cated ot her nessages, which the
current message relates to. But in
RFC 2822 this was changed. In
Usenet News, the header has al ways
has the new usage.

Ref er ences:

RFC 2822,
RFC 1036: 2.1.5.

Still another nane for simlar Repl aces: non- st andar d,
functionality as for "Obsol etes:" proposed in | ETF
and "Supersedes:". This may becone USEFOR wor ki ng
the most recomended header in the group

future, but is still under

di scussion in | ETF standards

devel opnment work

Ref erences to other rel ated See- Al so: Son- of - RFC1036

articles in Usenet News.

[21], non-standard
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Conmonly used in Usenet News in Super sedes: son- of - RFC1036
simlar ways to the "(Cbsol et es” [21], non-standard
header field described above. In
Usenet News, however, Supersedes
causes a full deletion of the
replaced article in the server,
whi | e " Super sedes” and "Obsol et es”
ine-mil is inplenmented in the
client and often does not renove
the old version of the text.

Mai | box of the person who nmade the | Transl at ed- By: non- st andard
transl ati on.

Ref erence to the Message-ID of a Transl ati on- non- st andar d
message, which the current nessage O:
is a translation of.

Uni que identifier for a nessage, X- Ul DL: non- st andar d
|l ocal to a particular local nailbox
store. The U DL identifier is
defined in the POP3 standard, but
not the "X-U DL:" header

Simlar usage as "X-URL". The UR X- URI : Non- st andard
can be either a URL or a URN. URNs
are neant to becone nore persistent
references to resources than URLs.

Sonetimes used with the sane X- URL: Non- st andar d
meani ng as " Content-Location:",
sonmetines to indicate the web hone
page of the sender or of his
organi sati on.

The U D, as defined in the | MAP X- | MAP: Non- st andar d
standard. Only used in internal
mai | box storage in some mnai

systens, should never be visible to
a user.

**xx 3 7 Other textual header fields

Comments on a nessage. Comment s: RFC 2822
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Description of a particul ar body Cont ent - RFC 2045: 8.

part of a nmessage, for example a Description

caption for an imge body part.

A text string which identifies the Cont ent - RFC 2156, not for
content of a nessage. I dentifier: general usage.
Search keys for data base Keywor ds: RFC 2822

retrieval

RFC 1036: 2.2.9.

See Organi zati on above.

Organi sati on:

Non- st andar d.

Organi zation to which the sender of
this article bel ongs.

Organi zati on:

RFC 1036: 2.2.8,
not standardi zed
for use in e-mail.

Title, heading, subject. Oten used| Subject: RFC 2822,

as thread indicator for nessages RFC 1036: 2.1.4.
replying to or comenting on ot her

messages.

Short text describing a |onger Sunmary: RFC 1036: 2.2.10

article. Warning: Some mail systens
will not display this text to the
reci pient. Because of this, do not

use this header field for text
whi ch you want to ensure that the
reci pi ent gets.

not standardi zed
for use in e-mil
di scour aged.

**** 3.8 Header fields containing dates and tines

In Internet, the date when a
message was witten, in X 400, the
time a nmessage was subnitted. Sone
Internet mail systems al so use the
dat e when the nessage was
subnitted

Dat e:

RFC 2822,
RFC 1123: 5.2.14
RFC 1036: 2.1.2.

The tinme when a nessage was
delivered to its recipient.

Del i very- Dat e:

RFC 2156, not for
general usage.

A suggested expiration date. Can be
used both to limt the tine of an
article which is not neaningful
after a certain date, and to extend
the storage of inportant articles.

Expi res:

RFC 1036: 2. 2.4,
not standardi zed
for use in e-mil
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Time at which a nessage loses its Expi ry- Dat e: RFC 2156, not for
validity. This field may in the general usage
future be replaced by "Expires:".

Latest tinme at which a reply is Repl y- By: RFC 2156, not for
requested (not denanded). general usage.

Ti me when this nessage was

X-Original Arri

Non- st andar d

delivered into the nessage val Ti ne:

transport system (usually the sane

tine as in the last "Received:"

header)

***%* 3.9 Quality information

A hint fromthe originator to the | mport ance: RFC 2156 and

reci pi ents about how inportant a RFC 2421, proposed

message is. Values: High, normal or

|l ow. Not used to contro

transm ssi on speed.

Body parts are m ssing. I nconpl et e- RFC 2156, not for
Copy: general usage.

Ratings | abel to control selection Pl CS- Label : REC- PI CS- | abel s,

(filtering) of nessages according
to the PICS protocol

WBC docunent [23].

Sonetinmes used as a (a) priority
val ue which can influence

transm ssion speed and delivery.
Conmon val ues are "bul k" and
"first-class". Other uses is to (b)
control automatic replies like
delivery status reports and
vacation notices and to (c) contro
return-of-content facilities, and

Pr ecedence:

Non- st andar d,
controversi al

wi dely used.
Because it is used
for so many

di fferent purposes,
there is a risk
that creator and
user of this header

to (d) stop mailing list |loops, (e) mean di fferent

t hi ngs.
Can be "normal ", "urgent" or "non- Priority: RFC 2156, not for
urgent” and can influence general usage.

transm ssi on speed and delivery.
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How sensitive it is to disclose
this message to other people than
the specified recipients. Values:
Personal , private, conpany
confidential. The absence of this
header field in nmessages gatewayed
from X 400 indicates that the
message is not sensitive.

Sensitivity:

RFC 2156 and
RFC 2421, proposed

Yet another priority indication.

X- MSMRi | -
Priority:

Non- st andar d

Val ues: 1 (Hi ghest), 2 (High), 3
(Normal), 4 (Low), 5 (Lowest). 3
(Normal) is default if the field is
om tted.

X-Priority:

Non- st andard [ 24]

**** 310 Language information

Can include a code for the natura
| anguage used in a nessage, e.(g.
"en" for English.

Cont ent -
Language:

RFC 1766, proposed
st andar d.

Can include a code for the natura
| anguage used in a nmessage, e.(g.
"en" for English.

Language:

RFC 2156, not for
general usage.

*x**% 3,11 Size information

Inserted by certain mailers to
indicate the size in bytes of the
message text. This is part of a
format some mmil ers use when
showi ng a nmessage to its users, and
this header field should not be
used when sendi ng a nessage through
the net. The use of this header
field in transni ssion of a nessage
can cause several robustness and
interoperability problens.

Cont ent -
Lengt h:

Non- st andar d,
di scour aged.
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Si ze of the nessage.

Li nes:

RFC 1036: 2.2.12,
not standardi zed
for use in e-mil
W1l be deprecated
in the future.

*x*% 3 12 Conversion contro

I nformati on on where an alternative
variant of this document might be
found.

Cont ent -
Al ternative:

Non- st andard [ 27].

Non- st andard vari ant of Conversi on:
with the sane val ues

Cont ent -
Conver si on:

Non- st andar d.

The body of this nmessage may not be|l Conversion: RFC 2156, not for
converted fromone character set to general usage
anot her. Val ues: Prohibited and

al | owned.

The body of this nmessage may not be|l Conversion- RFC 2156, not for
converted fromone character set tol Wth-Loss: general usage.

another if information will be
| ost. Val ues: Prohibited and
al | oned.

***x 3.13 Encodi ng i nformation

Type information of the content in
sonme cl ass hierarchy. d ass

hi erarchies are commonly used to
classify data structures in

sof tware devel oprent .

Cont ent - Cl ass:

non- st andar d

Can give nore detailed information
about the Content-Type. Exanple:

Pal ne
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Cont ent - f eat ur es:
(& (Type="inmmge/tiff")
(col or =Bi nary)
(image-file-structure=TIFF-S)
(dpi =200)
(dpi -xyrati 0=200/100)
(paper -si ze=A4)
(i mage- codi ng=MH) ( MRC- nbde=0)
(ua- nedi a=stationery) )

This header is neant to be used when
versions of a resource, such as when

Sept ember 2002

you can choose between different
using multipart/atlernative

Information fromthe SGW entity
decl aration corresponding to the
entity contained in the body of the
body part.

Cont ent - SG\WL-
Entity:

non- st andar d

Codi ng nethod used in a MM Cont ent - RFC 2045: 6.
message body. Tr ansf er -

Encodi ng:
Format of content (character set Cont ent - Type: RFC 1049,
etc.) Note that the values for this RFC 1123: 5.2.13,
header field are defined in RFC 1766: 4.1
different ways in RFC 1049 and in RFC 2045: 5.

M ME (RFC 2045), |ook for the

"M ME-version" header field to
understand if Content-Type is to be
interpreted according to RFC 1049
or according to MME. The MM
definition should be used in
generating mail. RFC 1049 has
"historic" status.

RFC 1766 defines a paraneter
"difference" to this header field.

Various ot her Content-Type define
various additional paraneters. For
exanpl e, the paraneter "charset" is
mandatory for all textual Content-
Types.
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Used in several different ways by
different mail systenms. Sone use it
for a kind of content-type

i nformati on, sone for encodi ng and
I ength information, sone for a kind
of boundary information, sone in

ot her ways.

Encodi ng:

RFC 1154,
RFC 1505,
experinental .

Only used with the value "Delivery
Report"” to indicates that this is a
delivery report gatewayed from

X. 400.

Message- Type:

RFC 2156, not for
general usage.

I nf ormati on about conversion of
this message on the path from
sender to recipient, like
conversi on between M ME encodi ng
formats. Note: Auto-conversion may
invalidate digital seals and

si gnat ures

X- M ME-
Aut oconvert ed:

non- st andard

*x*% 3 14 Resent-header fields

When manual |y forwardi ng a nmessage,
header fields referring to the
forwarding, not to the origina

Resent - Repl y-
To:,
Resent - From ,

RFC 2822

message. Note: M ME specifies Resent -
anot her way of resendi ng nessages, Sender :
usi ng the "Message" Content-Type. Resent - Dat e:
Resent - To:
Resent - cc:
Resent - bcc:
Resent -
Message- | D
**** 3,15 Security and reliability
Checksum of content to ensure that Cont ent - MD5: RFC 1864, proposed

it has not been nodified.

st andar d.
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Used in Usenet News to store
information to avoid showi ng a
reader the sane article twice if it
was sent to nore than one
newsgroup. Only for |ocal usage
within one Usenet News server
shoul d not be sent between servers.

Xref:

RFC 1036: 2.2.13,
only in Usenet
News, not in e-
mai | .

Used in Usenet News to stop rough
cancel s. Crypthographi c nethods are
used to ensure that only the
original author of an article can
cancel it.

Cancel - Lock: ,
Cancel - Key

Non- st andar d

**** 3.16 Mailing list contro

Contains URL to use to browse the
archives of the mailing list from
whi ch this nessage was rel ayed

Li st- Archi ve:

RFC 2369 [ 26]

URL to use to get a subscription to| List-Digest: Non- st andard
the digest version of the mailing
list fromwhich this nmessage was
rel ayed.
Contains URL to use to get a Li st - Hel p: RFC 2369 [ 26]
i nformati on about the mailing |ist
fromwhich this nessage was
rel ayed.
Stores an identification of the Li st-1D: RFC 2919 [ 27].
mailing list, through which this
message was distributed
Non- st andard precursors to List-1D | Miling-List:, Non- st andard
and Li st- Post. X- Mai | i ng-
Li st:
Contains URL to send e-mail to the Li st - Omner: RFC 2369 [ 26]
owner of the mailing list from
whi ch this nessage was rel ayed
Contains URL to use to send Li st - Post: RFC 2369 [ 26]

contributions to the mailing Iist
fromwhich this nessage was
rel ayed.
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I nformati on about the software used
in amiling |ist expander through
whi ch this nessage has passed

Li st - Sof t war e

Non- st andar d, has
been consi dered for
inclusion in [26].

Contains URL to use to get a Li st- RFC 2369 [ 26]
subscription to the mailing |ist Subscri be

fromwhich this nessage was

rel ayed.

Contains URL to use to unsubscribe Li st - RFC 2369 [ 26]

the mailing list fromwhich this
message was rel ayed.

Unsubscri be:

Contai ns URL where information of
various kinds about the nailing
list fromwhich this nmessage was
rel ayed.

Li st - URL:

Non- st andar d

I nformati on about the server and
software used in a mailing |ist
expander through which this nmessage
has passed. Varning: "Listserv" is
a trademark and shoul d not be used
for other than the "Listserv"
product. Use, instead the "List-
Sof t war e" header field.

X- Li st server:
X- Li st -Host:

Non- st andar d.
Recomended to use
"Li st - Sof t war e"

i nst ead.

**x* 3 17 M scel | aneous

Has been automatically forwarded.

Aut of or war ded:

RFC 2156, not for
general usage.

Can be used in Internet mail to

i ndi cate X 400 | PM ext ensi ons whi ch
could not be nmapped to Internet

mai | format.

Di scar ded-
X400- | PM5-
Ext ensi ons:

RFC 2156, not for
gener al usage.

Can be used in Internet mail to
indicate X. 400 MIS extensions which
could not be mapped to Internet

mai | format.

Di scar ded-
X400- MT'Ss-
Ext ensi ons:

RFC 2156, not for
general usage.

Nane of file in which a copy of
this nessage is stored.

Fcc:

Non- st andar d.
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Speech act categoriztion of a
message, exanpl es of speeach acts
are Question, Idea, Mdre, Prom se
Sad, Happy, Angry, sunmary,
Deci si on

Speech- Act :

Non- st andar d

This field is used by sone nail
delivery systens to indicate the
status of delivery for this message
when stored. Conmon val ues of this
field are:

U message i s not
Downl oaded and
not del et ed.

R nmessage i s read
or downl oaded.

@) message is old
but not del eted.

D to be del et ed.

N new (a new nessage
al so sonetinmes is
di stingui shed by
not havi ng any
"Status:" header
field.

Conbi nati ons of these characters
can occur, such as "Status: OR' to
i ndicate that a nessage is

downl oaded but not del et ed.

St at us:

Non- st andar d,
shoul d never appear
inmil in transit.

Do not archive this nessage in
publicly avail abl e archi ves.

X- No- Ar chi ve
Yes

Non- st andar d
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i nprovenents. | alone take responsibility for any errors which may
still be in the list.

An earlier version of this |ist has been published as part of [13].

Copyri ght and di scl ai mer

The | ETF takes no position regarding the validity or scope
of any intellectual property or other rights that m ght be
clained to pertain to the inplenmentation or use of the
technol ogy described in this document or the extent to

whi ch any license under such rights might or might not be
avail abl e; neither does it represent that it has nmade any
effort to identify any such rights. Information on the

| ETF's procedures with respect to rights in standards-track
and standards-rel ated docunentation can be found in BCP-11.
Copies of claims of rights made avail able for publication
and any assurances of |icenses to be made available, or the
result of an attenpt nmde to obtain a general |icense or
perm ssion for the use of such proprietary rights by

i mpl ementors or users of this specification can be obtained
fromthe | ETF Secretariat."

The 1ETF invites any interested party to bring to its
attention any copyrights, patents or patent applications,
or other proprietary rights which may cover technol ogy that
may be required to practice this standard. Pl ease address
the information to the | ETF Executive Director

Copyright (C) The Internet Society (date). Al Rights
Reserved

Thi s docunent and translations of it nmay be copi ed and
furnished to others, and derivative works that conment on
or otherwise explain it or assist inits inplnmentation may
be prepared, copied, published and distributed, in whole or
in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on
all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by
renovi ng the copyright notice or references to the Internet
Soci ety or other Internet organizations, except as needed
for the purpose of devel oping Internet standards in which
case the procedures for copyrights defined in the Internet
St andards process nust be followed, or as required to
translate it into | anguages other than English
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The limted perm ssions granted above are perpetual and
will not be revoked by the Internet Society or its
successors or assigns.
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Appendi x A
Header fields sorted by Internet RFC docurment in which they appear

RFC 976

"From" (followed by space, not colon (:")

RFC 1049

Cont ent - Type

RFC 1036

Approved
Contro

Di stribution
Expires

Fol | owup-To
Li nes

Newsgr oups
Organi zati on
Pat h

Summary

Xr ef

RFC 1123

Cont ent - Type

RFC 1505

Encodi ng

RFC 1766

Cont ent - Language

RFC 1864

Cont ent - MD5
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RFC 2045

Cont ent - Descri pti on
Content-1D

Cont ent - Tr ansf er - Encodi ng
Cont ent - Type

M ME- Ver si on

RFC 2110

Cont ent - Base
Cont ent - Locati on

RFC 2156

Al ternate-recipient

Aut o- f orwar ded see Aut of or war ded
Aut of or war ded
Content-ldentifier

Content - Return

Conver si on
Conversion-Wth-Loss

Del i very-Date

Di scar ded- X400- | PM5- Ext ensi ons
Di scar ded- X400- MTS- Ext ensi ons
Di scl ose- Reci pi ents

DL- Expansi on- Hi story

Expi ry-Date

Gener at e- Del i very- Report

| nportance

I nconpl et e- Copy

Language

Message- Type

Obsol etes

Ori gi nal - Encoded- | nf or mat i on- Types
Prevent - NonDel i very- Report
Priority

Repl y- By

Sensitivity

RFC 2183

Content - Di sposition

Pal ne
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RFC 2298

Di sposition-Notification-To
Di sposition-Notification-Options
Ori gi nal - Reci pi ent

RFC 2369

Li st - Archi ve

Li st-Hel p

Li st - Owner

Li st - Post

Li st - Sof t war e

Li st - Subscri be
Li st - Unsubscri be

RFC 2421

| nportance
Sensitivity

son- of - RFC1036 [ 21]

Al so- Contr ol
Articl e- Nanes
Articl e- Updat es
See- Al so

Super sedes

RFC 2822

bcc

cc

Comrent s
Dat e

From

I n- Repl y-To
Keywor ds
Message- |1 D
Recei ved
Ref er ences
Repl y-To
Resent - bcc
Resent - cc
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Resent - Dat e

Resent - From
Resent - Message- |1 D
Resent - Repl y- To
Resent - Sender
Resent - To

Ret ur n- Pat h

Sender

Subj ect

To

RFC 2912

Cont ent - Feat ur es

RFC 2919:

List-1D

World Wde Web Consortium (WBC) Recommendati ons

Pi cs- Label

Not Internet standard (as of July 2002)

"From" (not followed by ":")
Abuse- Reports-To
Apparent|y-To

Appr oved- By
Cancel - Key
Cancel - Lock

Content-Alias
Content-Alternative
Cont ent - Cl ass

Cont ent - Conver si on
Content-Length
Content-SGML-Entity
Del i ver ed-To

Encodi ng

Errors-To

Fax

Fcc

For - Appr oval

For - Comment

For - Handl i ng

Pal ne
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Li st - Di gest

Li st- URL

Mai | i ng- Li st

Mai | - Copi es- To

Mai | - Fol | owup-To

Mai | - Repl y-To

Mai | - Syst em Ver si on
Mai | er

Message- Cont ext

NNTP- Post i ng- Host
Organi sati on
Oiginating-dient
Ori gi nat or
Oiginator-Info
Phone

Post ed- To

Precedence

Regi st er ed- Mai | - Repl y- Request ed- By
Repl aces

Ret ur n- Recei pt - Request ed
Ret ur n- Recei pt-To
Read- Recei pt - To
Speech- Act

Status

Super sedes

Tel ef ax

Tr ansl at ed- By

Transl ati on- Of

User - Agent

X- Adni n

X- Confi r m Readi ng- To
X- Conpl ai nts-To

X- Envel ope- From

X- Envel ope-To

X- Face

X- 1 MAP

X- Loop

X- Li st - Host

X- Li st server

X- Mai | er

X- Mai |'i ng- Li st

X- M ME- Aut oconvert ed
X-M MECLE

X-MSMai | -Priority

X- Newsr eader

X- No- Ar chi ve
X-Original Arrival Ti me

X-Priority
X- RCPT-TO
Pal me

Sept ember 2002
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X- Report - Abuse-To
X- Sender

X- Ul DL

X- URI

X- URL

X- X- Sender

X400- Cont ent - Ret ur n

Appendi x B: Al phabetical index

Section Header field

Abuse- Reports-To

Al so- Contr ol

Al t er nat e- Reci pi ent
Apparent|y-To

Appr oved

Appr oved- By
Articl e- Nanes

Articl e- Updat es
Aut o- Forwar ded see Aut of or war ded

coOMDDWWG

3.17 Aut of or war ded
3.4 bcc

3.15 Cancel - Lock
3.4 cc

Cient, see Originating-dient
Coment, see For- Comment

3.7 Comment s

3.6 Content-Alias

3.12 Content-Alternative
3.6 Cont ent - Base

3.13 Cont ent - Cl ass

3.12 Cont ent - Conver si on
3.7 Cont ent - Descri ption
3.3 Content - Di sposition
3.13 Cont ent - Feat ur es
3.6 Content-1D

3.7 Content-ldentifier
3.10 Cont ent - Language see al so Language
3.11 Cont ent - Lengt h

3.6 Cont ent - Locati on
3.15 Cont ent - MD5

3.4 Content - Return

3.13 Content-SGVL-Entity
3.13 Cont ent - Tr ansf er - Encodi ng
3.13 Cont ent - Type

3.3 Contr ol

3.12 Conver si on
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3.12 Conver si on- Wt h-Loss
Copy, see | nconpl ete- Copy
3.8 Date, see also Delivery-Date, Received, Expires, Expiry-Datce
3.6 Del i ver ed- To
3.8 Del i very-Dat e

Del i very- Report, see Generate-Delivery-Report, Prevent-
Del i very- Report, Non-Delivery-Report, Content-Type
Description, see Content-Description

3.17 Di scar ded- X400- | PMS- Ext ensi ons
3.17 Di scar ded- X400- MT'S- Ext ensi ons
3.3 Di scl ose- Reci pi ents

Di sposition, see also Content-Disposition

Di sposition-Notification-Options

Di sposition-Notification-To

Di stribution

DL- Expansi on- Hi story

Encodi ng see al so Content-Transf er-Encodi ng
Errors-To

Expires

Expi ry-Dat e

Ext ensi on see Di scar ded- X400- | PM5- Ext ensi ons, Di scar ded-
X400- MTS- Ext ensi ons

oooo.bol—\ol\a-bmm

3.4 Fax see al so Tel ef ax

3.17 Fcc

3.4 Fol | owup- To

3.4 For - Appr oval

3.4 For - Conment

3.4 For - Handl i ng
Forwar ded, see Aut of or war ded

3.4 From (not followed by (":" or preceded by ">")

3.4 From (followed by ":")

3.4 Cener at e- Del i very- Report
Handl i ng, see For-Handling
H story, see DL-Expansion-Hi story
I D, see Content-1D and Message-|D
Identifier, see Content-ID and Message-|D

3.9 | nportance

3.6 I n-Reply-To

3.9 I nconpl et e- Copy

3.7 Keywor ds
Label , see PICS-Labe

3.10 Language see al so Cont ent-Language
Length see Content-Length

3.11 Li nes

3.16 Li st- Archive

3.16 Li st - Di gest

3.16 List-Help

3.16 List-1D

3.16 Li st - Oaner
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3.16 Li st - Post

3.16 Li st - Sof t war e
3.16 Li st - Subscri be
3.16 Li st - URL

3.16 Li st - Unsubscri be

Loss, see Conversion-Wth-Loss
Mai | i ng-List, see al so X-Mailing-List
Mai | - Copi es-To

Mai | - Fol | owup- To

Mai | - Repl y-To

Mai | - Syst em Versi on see al so X-mail er
Mai | er

MD5 see Content-MD5

Message- Cont ext

Message-1 D

Message- Type

M ME- Ver si on

Newsgr oups

Newsr eader, see X- Newsreader

NNTP- Post i ng- Host

bsol et es

Organi sati on

Organi zati on

Ori gi nal - Encoded- | nf or mat i on- Types
Ori gi nal - Reci pi ent
Oiginating-dient

Ori gi nat or

Oiginator-Info see al so Sender

Pat h

Phone

Pl CS- Label

Post ed- To

Precedence

Prevent - NonDel i very- Report
Priority

Read- Reci ept - To

Recei ved

Reci pi ent, see To, cc, bcc, Alternate-Recipient, Disclose-
Reci pi ents

»

ArbhoooE

PwRr oW
w

NUORMOMOAMANBMEARMOWNNOW

6 Ref er ences

5 Regi st er ed- Mai | - Repl y- Request ed- By

6 Repl aces

8 Repl y- By

4 Repl y-To, see al so In-Reply-To, References

Resent - Repl y- To:
14 Resent - From

14 Resent - Sender :
14 Resent - Dat e:

14 Resent - To:

-
SN
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14 Resent - Cc:

14 Resent - bcc:

14 Resent - Message- | D

14 Return see Content-Return

.2 Ret ur n- Pat h

Ret ur n- Recei pt - Request ed

Ret ur n- Recei pt-To

See- Al so

Sender

Sensitivity

Speech- Act

St at us

Subj ect

Sunmary

Super sedes

Tel ef ax see al so Fax

To

Tr ansf er - Encodi ng see Cont ent - Tr ansf er - Encodi ng
Tr ansl at ed- By

Transl ati on- Of

Type see Content-Type, Message-Type, i ginal - Encoded-
I nf or mat i on- Types

User - Agent

Versi on, see M Me-Version, X-Miler
X- Admi n

X- Conpl ai nts-To

X- Confirm Readi ng- To

X- Envel ope- From

X- Envel ope- To

X- Face

X- 1 MAP

X- Li st - Host

X- Li st server

X- Loop

X-Mai ling-List, see also Miling-List
X-Mail er see al so Mail-System Version
X- M ME- Aut oconvert ed

X-M meOLE

X-MSMai | -Priority

X- Newsr eader

X- No- Ar chi ve

X-Original Arrivaltinme

X-Priority

X- Report - Abuse- To

X- RCPT-TO

X-Sender see also Originator-Info
X- Ul DL

X- UR

X-URL see al so Content-Location

W00 W W WL WW W WWWW o
~N~

ArPhoONNPFRPRPOMOOIO

ww
oo

w
ORrRPOR_ARMDMIORMD B
oo

FNN
()]

-
~ w

oo hhoOORL,MOD

Pal me [ Page 40]



Conmon | nternet Message Header Fields Sept ember 2002

3.4 X- X- Sender see also Oiginator-Info
3.4 X400- Content - Ret urn
3.15 Xr ef
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